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Abstract : Currently, access control systems have incorporated technological advances in wireless
communications, biometric techniques, and the Internet of Things (1oT). This has made it possible to develop
networks of biometric characteristics reading devices to share identification information and keep an updated
database of people authorized to access buildings or restricted areas. This paper presents an authentication
system with two security mechanisms integrated by a LoRaWAN of nodes based on a fingerprint scanner and a
QR code. To access the building, the user must validate their fingerprint and provide the correct password when
reading the QR code. Alternatively, the system administrator can remotely authorize access from an Internet
platform. The LoRaWAN communication range was 7.5 kilometers, the false acceptance rate (FAR) was
0.033%, and the false reject rate (FRR) was 0.066%.
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l. INTRODUCTION

An access control system has the function of allowing or denying the entry of people or vehicles to
buildings, institutions, companies and in general to any type of installation or restricted areas to guarantee the
security of individuals or goods [1]. There are several types of access control systems which use different
techniques, among which are biometric and proximity systems. Biometric systems perform the recognition of
unique physical characteristics of people to verify their identity and allow access. Proximity systems are based
on electronic cards or devices that, when placed near a scanner, identify and authenticate the person, for
example RFiD cards or code labels, or tags [2].

For some years, biometric systems have been widely used, since they allow identification and
authentication to be carried out quickly, securely and efficiently. Within these systems there are two techniques:
physiological and behavioral. The first determine the biological or physiological characteristics of people, such
as fingerprints, the iris and retina of the eyes, facial identification, the pattern of veins, the shape of the hands,
DNA, blood and urine, among other. The second are based on the dynamic characteristics of human behavior,
which sometimes depends on environmental conditions, mood or health of people. Some examples are voice
recognition, signature, walking and gesticulation, among others [3].

Depending on the characteristics of the installation in which the access control system will be used, it
will be the type of system to be implemented. In many installations a combination of more than one technique is
used. Physiological techniques are the most used because they are based on characteristics of the human being
that are permanent, unique during the life of the human being, measurable and can hardly be falsified or altered
Through biometrics it is possible to identify and authenticate a person through of a group of unique and specific
characteristics of it. Once the biometric characteristic is obtained, it is compared with the biometric information
stored in a repository or database, of other individuals to perform authentication.

Currently, biometrics is used not only in access systems but also in other applications such as electronic
passports and identity cards, among other things. Although biometric techniques are quite secure and accurate,
more than one biometric source, called multimodal biometrics, is commonly used or combined with other
security technologies such as the use of passwords, QR codes, and smart cards to minimize limitations of
unimodal biometry [4].

From an operational point of view, access control systems can be of two types: independent or
autonomous and networked. The first type uses reader units to identify and authenticate users without using any
connection to other units of the same type or to a central station. They have the necessary resources to carry out
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their task independently. Its functionality is simple and limited, providing a low level of security. The second
type works under the control of a central station or independently, communicating in a network with other units
to share information and keep the database of biometric characteristics up to date. They provide a high level of
security and allow access to different areas or facilities to be controlled safely [5].

The purpose of this work was to design an access system with two security mechanisms, one biometric
and the other using a QR code, for buildings or premises of a company or institution located geographically
distant from each other. The user can request access to a building locally via fingerprint and a supplied key by
reading a QR code or the administrator can authorize remotely from an loT platform. The system is based on a
LoRaWAN composed of three terminal nodes and a gateway. The terminal nodes and the gateway are located at
the access door of each building and integrate a fingerprint scanner and a web server whose URL is invoked
when the user reads the QR code associated with it. The nodes share the fingerprint database with each other so
that it is updated and consistent in them. The gateway building has a connection to the Internet through a WiFi
access point and the distance between this building and the furthest node is 2.5 kilometers.

An important aspect to consider when implementing Internet of Things (loT-Internet Of Things)
solutions is connectivity. In most environments, when there are different Internet connection options, power
consumption and range are not a significant issue. However, when there are problems in the supply of electrical
energy or in communications, technologies that resolve these limitations must be used.

One of the wireless communication technologies that has become popular in realizing 10T solutions is
Low Power Wide Area Networks (LPWAN). This type of networks allows the transmission of information
between sensors and actuators with a base station or gateway separated by great distances and using low power
consumption. They are mainly used to implement loT applications, since they can integrate thousands of nodes,
powered by batteries, whose duration is several years, in a large area without using expensive infrastructure [6].

The LPWAN:Ss that use LoRa (Long Range) technology wireless modulation in the physical layer are
called LoRaWAN. LoRa is a technology, similar to WiFi, Bluetooth and ZigBee, that allows communication
links to be established over long distances using radiofrequency modulation called Chrip Spread Spectrum
(CSS-Chirp Spread Spectrum) [7]. CSS modulation is similar to frequency shift keying (FSK), employing
coding gains for higher receiver sensitivity, -168dB, and high interference tolerance. Its efficiency lies in low
power consumption and long range at the expense of low data transfer rate. LoRa can achieve ranges of 20
kilometers and has been strongly promoted by LoRaWAN. LoRa represents the physical layer of the ISO OSI
model, the type of modulation, frequency and bandwidth, while LoRaWAN is the medium access control
standard, establishing the way in which communications are carried out, layers 2 and 3 of the OSI model. LoRa
technology works in the radio spectrum that does not require a license in the Industrial, Scientific and Medical
(1SM) bands, 868 MHz in Europe, 915 MHz in America and 433 MHz in Asia [8].

LoRaWAN networks use star topology, and the nodes establish the low-frequency wireless link with
one or more gateways connected to the Internet. Gateways transmit information to the cloud using a standard 1P
connection [9]. To transmit over long distances using low power consumption, LoRaWAN uses low speeds, so
the bandwidth is much lower compared to other wireless technologies. This is not a problem when using
sensors, such as those used in the 10T, that transmit small amounts of information in time windows of seconds to
minutes [10]. In this way, LoRaWAN is a protocol specification with an open source LPWAN infrastructure
built using LoRa technology and developed and managed by the LoRa Alliance. They allow the creation of
bidirectional communication 10T networks, with multiple secure point-to-point communication paths, for
mobility and location services. The standards-based approach of LoRaWAN allows the creation of public or
private 10T networks with coverage similar to cellular networks [11]. Some cellular phone operators offer
LoRaWAN services as they use the cellular network infrastructure of poles and antennas. LoRaWAN
applications include monitoring of smart meters and sensors, inventory control, vehicle tracking, smart cities,
agriculture, health, and product vending machines, among others [12].

Reviewing the state of the art regarding the research carried out on the technologies used in this work,
it can be seen that identification through biometric techniques continues to be a subject of continuous
development that uses more sophisticated methods every day. In particular, fingerprints are a topic of interest
both in electronic commerce, security applications [13] and in law enforcement [14]. However, since it is in the
public domain and used, efforts have been focused on implementing more reliable and secure techniques for
scanning fingerprints, such as estimation of the similarity of fingerprints with generative images based on
textures and models based on pixels [15], use of optical coherence tomography (OCT) with high resolution
images to obtain better images on defective surfaces [16], detection of life of fingerprints to avoid counterfeits
[17] and the use of deep convolutional neural network (DCNN) [18], which require considerable computing
power and a large amount of information for learning. Regarding LoRaWAN, being the most appropriate
communication technology for 10T applications due to low energy consumption, long range and low cost, they
enable the implementation of private networks based on an open standard. During the last years LoRaWAN
have been used in a variety of applications, such as in smart cities for the monitoring of electric power and water
networks [19], in waste and garbage management systems to avoid problems of health and environmental [20]
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and in the communication of electric vehicles [21], among others. LORaWAN use 128-bit Advanced Encryption
Standard (AES-128) and two layers of security, one for the network and one for the application. The first is to
authenticate the node and the second is application security to ensure that the LoRaWAN operator does not have
access to the end user's application information. To improve security in this type of networks, recent research
has aimed to develop secure session key generation methods [22]. Finally, recent research has been directed to
the creation of algorithms to more reliably read these codes caused by distortions caused by the position of the
cameras using vertex location techniques to remove perspective [23], as well as nested codes that include a
greater amount of information and compressed confidential information [24, 25] than the original QR codes
[26], based on Hamming code algorithms [27] and micrography QR codes generation [28].

1. MATERIALS AND METHODS
The access system is based on a LoRaWAN composed of four terminal nodes and a gateway. Each

terminal node, or reading node, as shown in Fig. 1, is installed at the main door of the buildings. The gateway
function is carried out by the scanning node of the building where the Wi-Fi Internet access point is located.
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Figure 1. Functional system architecture.

The reading nodes are composed of four elements: the ESP32 MCU module, the fingerprint scanner,
the wireless communication module, and the electrical interface, as indicated in Fig. 2.
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Figure 2. Block diagram of reading nodes.

2.1. The ESP32 MCU

This module integrates a low-cost, low-power ESP32 system on a chip (SoC), which incorporates the
following features: a dual-core Tensilica XtensaLX6 microcontroller, 448 KB ROM, 520 KB RAM, WiFi
802.11b/g/n interface, Bluetooth Classic and LE interface with integrated antenna, 3 UART ports, 3 SPI ports, 2
I°C ports, 25 general purpose inputs/outputs (GPIO) and a charger for lithium-ion battery. The computing power
of this microcontroller allows the system to be programmed efficiently and quickly to process both the
fingerprint scanning and the application that is invoked when the user reads the QR code. Through the gateway,
the Internet and cloud platforms are accessed, allowing easily, quickly and reliably develop 10T applications.

2.2. The fingerprint scanner

The fingerprint scanner used was the GT-511C3 device. This scanner includes an optical sensor and an
ARM Cortex M3 CPU to run the fingerprint identification algorithms. It has an area used for the fingerprint of
14x12.5mm, captures images of 202x258 pixels and has a resolution of 450 dpi. The size of the image is 496
bytes plus 2 bytes of checksum. The capture time is less than 3 seconds, the identification time is less than one
second, and it can store up to 200 fingerprint images. It has a UART port for serial communication with a
controller and a USB v1.1 interface. It provides a false acceptance rate (FAR) of less than 0.001% and a false
rejection rate (FRR) of less than 0.001%. The fingerprint scanner was connected to a UART port of the ESP32
MCU module and communication was carried out at 9,600 bps.

2.3. The wireless communication module

The communication module used was the Omniduino Lora Leaf. This bidirectional wireless
communication module integrates a RFM95W LoRa transceiver, a helical antenna, an SMA connector for an
external antenna and works at a frequency of 868 or 915 MHz at a speed of 0.293 to 37.5 Kbps. The
communication protocol with the ESP32 MCU it is through an SPI interface with level shifter. In this work, the
Omniduino Lora Leaf was connected to one of the SPI ports of the ESP32 MCU module and to achieve the
range required by the LoRaWAN, an external antenna of 915 MHz, 50 ohms, maximum power of 10 W, with
gain of 3dbi, vertical polarization and a length of 100 mm.

2.4. The electrical interface

The electrical interface with the building door lock was implemented based on a 5 VDC and 15 A 120
VAC single channel relay module, which includes protection with an optocoupler and two control outputs, one
normally open (NO) and the other normally closed (NC). The control input of this module was connected to the
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GPI10O 04 terminal of the ESP32 MCU module and the electric lock was connected to the NO output of the relay.
Using the components listed above, the operation of the system is explained below.

To access one of the buildings, the user must validate her identity using the two security mechanisms,
the fingerprint and the password requested by reading the QR code. So then, when the user places their
fingerprint, the image is captured and compared by the scanner in the database. The validation result is indicated
by the scanner to the ESP32 MCU. If the search was successful, the program running on the ESP32 MCU, sets a
flag indicating the above. Next, if the flag is activated, the user must read the QR code, indicated on the door of
the building, through an application on a mobile device. The application will request a service from one of two
web servers running on the ESP32 MCU. In response, the web server will require, through a web page, that the
user supplies the password. If the password is correct, the ESP32 MCU will activate the electric lock through
the GPI10 04 terminal. If the password is not correct, after a maximum of three attempts, the identity validation
process is aborted.

The second web server is listening for connection requests from the open-source internet platform
thinger.io. Through this platform, the administrator can ask the ESP32 MCU to activate the lock or to send the
command to the scanner to register a new fingerprint. Remote activation of the lock is used when for some
reason the user cannot validate identity locally at a building door and the administrator needs to provide access.
When a fingerprint is registered, the program transmits the image to the other reading nodes of the LoORaWAN
to keep the database updated in the access system. In the ESP32 programming, the two web servers run in the
background and are continuously listening on the corresponding port indicated in the program. During the
execution of the main program, the ESP32 MCU module is in a cycle waiting for the fingerprint scanner to
perform an identity validation requested by the user. To carry out the operation indicated above, the
programming of the ESP32 module was implemented in MicroPython based on the flowchart indicated in Fig.
3. The tasks that the program executes are those that are explained below.

Initially, the GP1O terminals, the UART, WiFi and SPI interfaces of the ESP32 MCU module were
configured, as well as the fingerprint scanner and the wireless communication module. Next, the connection of
the ESP32 to the local WiFi network was made using the MicroPython network library. Subsequently, the web
servers were started using the MicroPython sockets library. This library is an API that allows the use of sockets
that provide a connection-oriented service between servers and clients, supporting different communication
protocols, including HTTP, HTTPS and others. The implementation of the web servers consisted of the
following steps: creation of the stream-type sockets, binding the sockets to the IP address and ports
corresponding to the web servers and, in the background, the configuration and startup of the sockets was
carried out in listen mode to wait and accept http connection requests from clients to exchange information and
close the socket. While the web servers listen in the background, the main program enters the waiting loop for
communication with the fingerprint canner. The web page displayed in the user application that performs the
reading of the QR code was made in HTML.

I RESULTS
Two sets of tests were performed. The first set aimed to evaluate the efficiency and accuracy of the

access system. It consisted of determining the false acceptance ratio (FAR) and the false rejection rate (FRR)
with authorized and unauthorized users. In biometric systems, the FAR allows to measure the average number
of false acceptances, it happens when the system erroneously allows access to unauthorized users or impostors.
Commonly, the FAR is determined by dividing the false acceptances by the total number of false attempts. The
FRR is the average number of failed rejections from authorized or legitimate users. It is obtained by dividing the
number of failed rejections by the number of legitimate attempts. To perform this group of tests, a database of
3,000 fingerprint images stored in the fingerprint scanner in one of the LoRaWAN nodes was used. To obtain
the FAR, 2,950 fake or impostor users tried to access the node building, of which only one was authorized by
the system. This resulted in a FAR=0.033%. To obtain the FRR, 3,000 legitimate users tried to access, of which
the system rejected and did not authorize two. This resulted in an FRR=0.066%.
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Figure 3. Reading nodes program flowchart.

The second set of tests was used to determine the range of the network. To do this, two line-of-sight
nodes were located at different distances and communication between them was carried out. Communication
was lost when the distance was 7.525 kilometers, and the Received Signal Strength Indicator (RSSI) magnitude
was -83 dBm.

V. CONCLUSION
Although the maximum distance between the buildings where the access system was implemented is

2.5 kilometers, it has the advantage of being based on a LoRaWAN, so it can be used in places where the
distance between the nodes is 7.525 kilometers with line of sight. Another advantage of the system is that the
databases of the fingerprint scanners are synchronized in real time. The FAR and FRR values obtained are
acceptable and make the system be reliable. These values are slightly higher than those indicated by the supplier
of the fingerprint scanner. The limitation of the system is that must be used in conjunction with other security
mechanisms or systems, such as CCTV, presence sensors, and even with other biometric devices, so that the
administrator can see in real time the user who is authorized remote access or if greater security is needed.

Finally, the fingerprint scanner can store up to 3,000 images, which can be considered limited in some
environments, places or installations.
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